CANH BAO KHAN PHAT HIEN MA PQC NGUY HIEM GIA MAO VAN
BAN CO QUAN NHA NUOC

Mau ma doc dugc nguy trang dudi dang tép tin van ban co6 tén “DU THAO
NGHI QUYET DAI HOl.exe”.
« KET QUA PHAN TiCH SO BO:

Loai ma doc: Valley RAT (Remote Access Trojan). Pay 1a loai ma doc cho
phép tin tic chiém quyén diéu khién may tinh cua ban tir xa, theo ddi moi hoat
dong, danh cép dir li¢u (tai khoan ngan hang, tai li¢u ndi bg, thong tin cad nhan) va
cai dat thém cac phﬁn mém doc hai khéc.

Pia chi may chu diéu khién (C2): 27[.]124[.]9[.]13 (Port: 5689)

. DPAC BIET NGUY HIEM: Tin tic khong chi st dung mot tén tép duy
nhat ma lién tyc thay d6i tén nguy trang dé lira nguoi ding. Can hét stic canh giac
véi cac tép tin ¢ dudi ".exe" nhung c6 tén goi giéng nhu tai liéu hanh chinh, bao
cao, tai chinh nhu:

BAO CAO TAI CHINH2.exe

THANH TOAN BAO HIEM DOANH NGHIEP.exe

CONG VAN HOA TOC CUA CHINH PHU.exe

HO TRO KE KHAI THUE.exe

CONG VAN DANH GIA HOAT PONG PANG.exe

MAU GIAY UY QUYEN.exe

BIEN BAN BAO CAO QUY IllLexe

¥ HUONG DAN PHONG NGUA VA XU LY KHAN CAP

Dbi v6i Can bo, ngudi dan:

TUYET BOI KHONG mé céc tép tin o dudi .exe dugc gui qua Email,

Zalo, Messenger néu khong chic chin 100% vé ngudn gbc. Ludn can trong voi
cac tép co tén goi map mo, gay to mo.

Néu nghi ngd may tinh bi nhiém, hay ngay lap tirc ngat két ndi mang
Internet dé ngan chin tin tic diéu khién va danh cap dir liéu.

Str dung cac phan mém diét virus uy tin va cp nhat ban méi nhat dé quét
toan bd may tinh. Cac phan mém mién phi dugc khuyén nghi c6 kha nang phat
hién t6t ma doc nay: Avast Free, AVG Free, Bitdefender Free, Windows Defender
(cap nhat mai nhat).

Luu y: Phién ban Kaspersky Free hién chua nhan dién duoc mau ma doc
nay.

DPdi véi Quan tr1 vién hé théng tai cac co quan, don vi:

Khan truong ra soat h¢ thong, tim kiém céc tép tin c6 tén nhu trén.



Chin (block) ngay lap tic dia chi IP diéu khién ma doc trén tudng lira
(Firewall) ctia don vi: 27[.]124[.]19[.]13.
~ Su dung cac cong cy chuyén dung (nhu Process Explorer, TCPView) Qé
kiém tra céc tién trinh la, khong co6 chir ky so va cac két noi mang bat thuong dén
dia chi IP noi trén.

Thong bao va yéu cau toan bd ngudi dung trong don vi nang cao canh giac.



